




III. COMMUNICATION ARCHITECTURES FOR CONTROL

AND MONITORING

To the best of our knowledge, there are two roughly orthog-
onal approaches that researchers have considered with respect
to the control and monitoring problem. The approach the
control community has adopted is largely based on utilizing
the Internet as the backbone for intra-power network commu-
nication. The research on sensor networks, instead, has focused
on the design of scalable dedicated communication networks
for solving the data gathering problem. Much work in this
area has attempted to take advantage of the structure of the
data being observed to achieve the best possible reconstruction
while transmitting the least possible amount of information
over a dedicated network, typically an ad-hoc network of some
sort. These two approaches are discussed below.

A. The Internet as the Communication Network

A communication network that already exists on a grand
scale and that can be integrated with the power network is
the Internet. One must, however, consider three issues before
proceeding with such a solution. The first issue is whether the
Internet can guarantee the security of the PMU measurements.
Relying on the Internet to perform basic control operations
over the power network would create an interdependency
between two critical infrastructures, exposing the latter to the
vulnerability of the former. Unencrypted PMU data transmitted
over the Internet can be intercepted by prying eyes at several
stages of routing; to avoid this, encryption schemes may be
used at the cost of increasing the amount of information to be
sent. A more serious problem is that such transmission will
be susceptible to all kinds of spoofing, DoS, and other attacks
prevalent on the Internet which can be used to modify the data
the fusion center receives and ultimately cause catastrophic
damage to the operation of the power network. The second
issue is whether the Internet can provide a reliable and delay
constrained communication channel. While this is an active
research area, current Internet protocols like TCP, UDP, or RTP
either randomly drop or delay data packets. This randomness
poses a significant challenge to the methods of traditional con-
trol theory. In particular, it has recently been shown in [3] that
the separation principle of optimal LQG control does not hold
in general for networked control systems. A networked control
system does not have dedicated interconnections between its
components and must rely on a non-deterministic communica-
tion network to enable the components to communicate. While
[3], [4] take on the challenge of updating classical control
theory results for networked control systems, there has been
previous work which has contributed to this development. For
example, in [5] the authors propose modeling the plant and
the controller as a deterministic time invariant discrete-time
system connected to a stochastic uncertainty, and in [6] the
authors examine the connection between the bit rate that the
communication channel can support and the control objectives
that the controller can fulfill. Similar ideas are explored in [7],
[8].

The third issue is the scalability of the solution. It is
obvious that providing Internet connectivity to PMUs at every

bus in the power network has a considerable cost, especially
because of the provision of bandwidth that supporting all these
transmissions would entail. When thinking of the Internet as
the medium to transport the PMU samples, our considerations
in Section II regarding the precision of the data representation
are frivolous: the cost of transporting packets has a minimal
growth with the size of their payload; adding bits to get a more
precise sample reconstructions adds a virtually negligible cost.
This makes packet losses, rather than losses in measurement
precision, a more relevant problem for the papers cited above.
However, packet losses are caused precisely by the congestion
that results from delivering information independently and
asynchronously from a large number of PMUs to the control
location. Ironically, not only are the observed data generated
synchronously, they are actually governed by coupled equa-
tions, so they are anything but independent. This leads us to
speculate that a dedicated sensor network that aggregates data
over extended portions of the network prior to forwarding the
data to a fusion center would reduce the complexity and enable
timely control, unlike the brute force approach of hooking
up each PMU to the Internet. What medium would then be
suitable to use for the sensor network transmissions? Most of
the recent work on sensor networks considers wireless connec-
tivity because of the ease of deploying wireless networks [1].
It should not go unnoticed, however, that there have been new
developments in the area of power-line communications [9],
[10] which may provide a suitable dedicated network that can
allow us to opportunistically exploit the infrastructure itself to
transport information that is relevant to its control.

B. Background on Data Retrieval in Sensor Networks

Sensor systems sample data fields that are often either
strongly correlated or mostly idle both spatially and tempo-
rally. When thinking of a communication network to support
the gathering of data from the sensors, this fact has two major
consequences: 1) the data should be digitized in a way that
exploits the fact that the aggregate data are correlated or
idle; 2) the separation theorem, one of the corner-stones of
communication systems design, does not hold. For example, it
is simple to understand that correlated data traveling through a
joint route in distinct packets could be obviously combined in
one smaller-sized packet via standard compression and over
a large scale this could lead to significant reduction in the
amount of traffic generated [11]. This implies that using a
general purpose network for the power network application
at hand will be particularly inefficient and detrimental to the
rapid and differential delivery of the PMU data to the fusion
center. Next we highlight a few approaches that have emerged
in the coding and signal processing research that are applicable
to our power network application.

1) Distributed source coding: Consider two scalar discrete
sources of data X and Y with joint statistics p(x, y) �=
p(x)p(y). Information theoretical results established in the
70’s by Slepian and Wolf [12] indicate that the two sources can
be compressed separately so as to achieve an aggregate rate
that can be equal to the rate achievable by having access to
both sets of data at the same location (see Figure 2). In short,
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Fig. 2. Coding with side information: y is available only at the decoder, and
x̂ is the reconstructed source

distributed source coding can be as efficient as a centralized
compression algorithm having access to the entire data set.
Wyner and Ziv [13], [14] extended the analysis to analog
sources and showed that it was possible to achieve similar
compression results on x, when y was available at the decoder.
The literature on multi-terminal source coding, e.g. [15]–
[17], extended the Slepian-Wolf and Wiener-Ziv framework
to multiple noisy sensor observations. Duplets of constructive
distributed source coding designs for analog sources have
been developed recently [18]–[24]. In the context of sensor
networks, this implies that much fewer bits per sensor should
be sent, primarily because of the ability of the decoder to
extrapolate missing information from other measurement data.
Essentially, the reduction in the amount of information that
needs to be sent to allow the fusion center to reconstruct the
PMU data occurs directly at the source. However, a weakness
of distributed source coding lies in requiring knowledge of
the prior statistics of the data. Often times this assumption is
unrealistic, because the prior distribution is a function of the
underlying state of the system, which is precisely what it is
unknown.

2) Sparse representations and random projections: Design-
ing data gathering architectures poses communication prob-
lems that using distributed source coding alone cannot address,
especially when one is faced with strict time delay constraints.
Because of the inherent cost of multiplexing a channel among
sources, for the timely delivery of the important data it is
critical that the predictable part of the data does not congest the
network. This can be avoided by using sparse representations
of the data. At the same time, this data aggregation scheme
makes very general assumptions on the correlation structure
of the data, which allows for a robust and scalable system.

Let θ be a data vector of size N � 1 and � a matrix
associated with a certain basis for R

N . A typical approach
taken in compression is to assume that most of the energy
of the data vectors generated by a vector source lies in few
modes that belong to a set of basis functions � , i.e. it is such
that:

θ = � c (5)

where c has a very small number of non-negligible entries.
If the statistics of θ are known, the best � is the so called
Karúnen Löeve Transform, i.e. the set of eigenvectors of the
covariance matrix Rθ = E{ θθT } . In this case, the most
significant coefficients can be sorted out from the statistics
- they correspond to the largest eigenvalues of Rθ . If this
knowledge is not available, however, there are other means to
achieve compression.

One in particular, which is a new result in compressive
sampling theory and distributed computing [25]–[27], inspired

a promising approach [28] for data aggregation in sensor
networks. Compressive sampling theory states that if θ has
a sparse representation as in (5) it is possible to reconstruct
c (and therefore interpolate θ via (5)) from a small number
of projections onto a second basis P that is incoherent1

with the first one, i.e. from Pθ, where P is L × N with
L � N . This fact leads to a very simple and general data
aggregation procedure where there destination node of the
information needs only to compute L projections rather than
having access to the entire data record of dimension N . In a
network with multiple intermediate relays, this can be achieved
by using random gossiping algorithms [29]–[33]. Over a
wireless/broadcast multiple access channel [34], [35], instead,
transmitting the analog data implies that they will be naturally
added by the medium weighted by the respective link-gain
coefficients, say h = (h1, . . . , hN ). Assuming that the link
gains are constant over the short period of time in which the
data are forwarded, if each node broadcasts over L channel
uses the vector pi� i(nTs), where pi = (p1, . . . , pL) is a set
of random coefficients, the receiver samples y = (y1, . . . , yL)
will be:

y = P diag(h)θ + w = P ′θ + w, (6)

where P ′ = P diag(h) is the composite random projection
matrix and w is the receiver additive noise vector. The channel
coefficients h = (h1, . . . , hN ) can be estimated and tracked
by sending a training sequence periodically, with a period that
is comparable to the so called channel coherence time. In this
scheme the delay for transmitting each new sample, θ(nTs),
is O(LW −1), where W is the bandwidth dedicated to the
transmission.

3) Data driven channel access methods: Alternative ap-
proaches that challenge the classical separation theorem, de-
sign joint source-channel coding strategies that lead to efficient
estimation of all the sensors’ measurements at the cluster-head
or fusion center. Examples of this methodology are the works
on type-based multiple-access (TBMA) [36], [37] and group-
testing multiple-access [38], [39].

In type-based multi-access (TBMA), the observed data
θ(nTs) are quantized and, therefore, belong to a discrete dis-
tribution. The knowledge of the measurements’ statistics is not
required at the sensors. Each sensor collects several samples
� i(nTs), n = 1, . . . , K and computes its type, i.e. the relative
frequency of each symbol alphabet in the input sequence. Let
us assume that T is the set of possible types indexed by
j = 1, . . . , |T |. Depending on its measured type, each sensor
transmits a code, say pj , over a shared communication channel
to the cluster-head. Let P = (p1, . . . , p|T |). In this scheme
the channel output, of dimension |T | × 1, is

y = Px + w (7)

where, using the indicator function 1(·) such that 1(true ) =

1Incoherence means that the second basis cannot admit a sparse representa-
tion of the elements of the first basis. Independent and identically distributed
(i.i.d) Gaussian vectors provide a universal basis that is incoherent with any
given basis with high probability.
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1, 1(false ) = 0, the j th entry of the input x is

{ x} j =

N�

i=1

hi1(sensor-i type = j ) (8)

where hi are the channel link gains and w is additive noise.
Thus, the channel output conveys sufficient statistics of the
measured data � i(nTs), n = 1, . . . , K . In particular, as the
number of buses N goes to infinity, assuming the hi have
identical distribution, { x} j � NE { h} P(sensor-i type =
j |� i(nTs)), n = 1, . . . , K . The estimation performance as-
ymptotically approaches that of the scheme where the cluster-
head has direct access to the measured data. However, for
the case where the wireless channel has fading, a large
performance loss incurs [36], [37]. A natural drawback of this
scheme is the latency required to code the data.

Interestingly, TBMA can be seen as the feed-forward ver-
sion of another approach called group-testing multiaccess
(GTMA) [38], [40], [41]. In GTMA, the classification of the
quantized vector value is done by imposing a sequence of
queries on groups of sensors simultaneously, such as, “are
your data all in the range [a, b] ?”. In [38], [40] it is assumed
that the replies are sent over a wireless multiple access channel
and a sensor sends a signal only when it disagrees with the
query/guess of the cluster-head. Considering the case of P
different ranges tested in parallel [aj , bj], j = 1, . . . , P the
received signal is equivalent to that in (8) where now:

{ x} j =

N�

i=1

hi1(� i �� [aj , bj]) (9)

which provides a way to determine if the sensors are or not
all in a specific range.

If the query inquires the type of a long sequence of
data per sensor, without any further query/feedback, then the
GTMA scheme becomes equivalent to the TBMA scheme. It
is possible, as argued in [41], to exploit the sparsity of the
data in the sense of (5) to speed up the acquisition of the
data. This is illustrated in Figure 3. Clearly in the control
problem, the intervals corresponding to the queries that we
indicate in Figure 3, should be optimized to achieve the
maximum accuracy on the control function rather than on
the data themselves. Similarly, in this scheme the delay for
transmitting each new sample is O(LW −1), where W is the
bandwidth dedicated to the transmission and L is the number
of rows of the matrix P in (7). The potential advantage of
GT MA is that the queries could be done sequentially rather
than in parallel, each providing a refinement on the previous
query. This makes the number of queries and, therefore, the
delay, variable.

The first step towards applying any of these methodologies
is, however, to get a sense of how the source of data in a power
network scales by showing the impact of the coupling in the
power network equations. This paper investigates this topic
further, trying to answer the question of how many bits are
really needed to represent the state of a section of the power
network. We specifically investigate whether the structure of
the data is sparse over the FFT basis and how the number of
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can be obtained querying jointly the sensors on the intervals whose borders
are represented in the plot.

bits needed to represent the whole evolution of the data scales
as the network density increases.

IV. SOURCE CHARACTERIZATION

The vector θ(t) of phasor measurements from all the PMUs
is our data source. In order to design the best mechanism to
transport this data source to the fusion center, we rely upon
the source characteristics. In this paper we consider the most
severe fault that can occur in a power network, referred to as a
contingency. A contingency is defined as the event when some
bus in the network suffers a three-phase short circuit fault.

At any time instant t the power network can be in one
of 2N + 1 states. The first state is the pre-contingency state
in which the network is in a steady state and there is not
much variation in the measurements made by the PMUs. The
network spends most of its time in this state. Then, there
are N contingency states which correspond to the event that
a contingency has occurred on bus i . Contingencies occur
very rarely and the network is highly unlikely to record two
contingencies at the same time; but when a contingency does
occur there is a lot of fluctuation in the source data. Finally,
the network can be in one of N post-contingency states which
correspond to the event that the contingency on bus i has
been cleared but the PMU outputs evolve according to the
dynamical system equations presented next, in Section IV-A.
The fusion center can still send a control signal and prevent
the overall system from losing stability when the network is
in the post-contingency states.

It is intuitive from the structure of the power network that
the components of the source vector cannot be independent in
time or in space. Temporally, the value of a source element
at a time t depends on its past values. Spatially, the value of
a source element is affected by the values of its neighbors.
This behavior is also exhibited by wide-area power networks.
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Fig. 6. The spatial correlation in the PMU phase data is significant as can
be seen from the dominant peaks. The data has predominantly low frequency
content which grows as the density of the network increases.

for the reference bus m1 = 10.0, d1 = 10.0, and for
each of other generators, { m} N/2

i=2 = 1.0, { p} N/2
i=2 = 1.0.

With these initial generation and load settings, AC power
flows are computed to get the initial equilibrium. During the
dynamic simulation, the loads take constant-impedance model
to simplify and speed up the computation, whose impedance
are set to

{ pl(0) Š j ql(0)} i

({ u(0)} i)2
. (15)

To obtain the statistics of the PMU data, we considered mul-
tiple contingency scenarios in each of which bus i was selected
randomly using a uniform distribution and short circuited for
a random duration td which is exponentially distributed with
mean µ = 0.1s. After td seconds the contingency was cleared.
These experiments were repeated for different values of N, in
effect varying the network density. While the probability of the
occurrence of these events in an actual power network is small,
these cases provide useful information on how the network
output will behave on the average in the worst scenarios.

We found that the PMU phase data θ(t) (see Figure 8) only
has a few dominant frequency components as shown in Figure
6. This is an indication of the spatial correlation and of the fact
that θ(t) has a spatially sparse representation. Each sub-plot in
Figure 6 contains several closely matching curves. Each curve
corresponds to the FFT of the PMU data averaged over longer
and longer time periods, ranging from [1, 100] samples.

Though we have considered the ring topology for ease of
analysis, some measure of spatial correlation exists in power
networks regardless of the network topology. Researchers have
worked with this idea before. In [43], the authors identified

Fig. 7. Simulation of the 1994 disturbance in the Western Systems
Coordinating Council (WSCC) power system: (top) shows a snapshot of
voltage angles during the contingency; (bottom) shows the evolution of the
contingency so that finally the system becomes unstable.

groups of generators in large power networks that swing
together in response to a contingency - a phenomena formally
known as coherancy. [44] and [42] model large-scale dense
networks with a continuum model which highlights spatial
information absent in conventional models. In Figure 7 we
reproduce Figure 1.1 from [44] which shows a ”visualization
of the voltage phase angles and associated dynamics as a
continuous surface over the entire system.” Figure 9 shows
the IEEE 118 Bus Test Case representing a portion of the
American Electric Power System (in the Midwestern US). The
figure plots the bus voltage angles with respect to the spatial
coordinates of a steady-state power flow of this system. The
voltage angles are interpolated where no bus is present. It
shows that even in extreme contingency conditions, spatial
correlation exists in voltage angles [44].

While the system equations provided here allow us to inter-
polate the evolution of the system from the initial conditions,
in general the precise parameters of the network are not
available to the fusion center. Hence, a robust approach to data
monitoring must assume little about the underlying structure
of the network. Assuming knowledge of whether or not a
contingency has occurred and where it occurred, can obvi-
ously speed up the acquisition, just as the knowledge of the
underlying state helps reaching high compression efficiency
in sources that are Hidden Markov Models (HMM) [45]; the
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The rate of each quantizer is therefore

Ri = log2

	
� i

12D i




The constant K is calculated recursively, using the con-
straint

� N
i=1

λi
122−Ri = D , setting initially K = D/N

and progressively setting Ri = 0 for the indexes such that
K 
 � i/ 12, as prescribed in (20). Each entry of the vector
c[n], { c[n]} i = ci[n] is therefore quantized with a different
number of bits Ri and over a different range width 2

�
� i,

i.e. ĉi[n] = QRi,
√

λi
(ci[n]). In the next section we charac-

terized numerically the mean squared error (MSE) distortion
	 θ(nTs) Š �θ(nTs)	 2 attained on the data using this simple
transform coding method.

A. Numerical results

Using the simulation data for the loop configuration dis-
cussed in Section IV-A, we implemented simple compression
scheme as expressed in Section V. Since the scheme is subop-
timum, it provides a bound on how many bits are required to
achieve the desired distortion on the set of data we analyzed.
The study of these trends can help establish whether or not
the approaches discussed in Section III-B are relevant to the
data aggregation of PMU measurements.

The PMU phase data are reconstructed recursively

�θ[n] = � �θ[n Š 1] + �e[n] = � �θ[n Š 1] + � �c[n].

Using this reconstruction we computed the mean square er-
ror (MSE) per sensor corresponding to each step size. The
MSE/sensor was obtained by averaging 	 θ(nTs) Š �θ(nTs)	 2

over the different contingency cases for which the data were
simulated and over the time and then normalizing it by the
number of sensors in the network (assuming of course, that
there is a sensor on each bus).

Figure 10 shows how the the required rate increases as
we request lower MSE/sensor. This follows the established
trend from rate distortion theory. It can be seen that as the
network density increases, the growth in the required rate
tends to saturate. Figure 11 answers the question posed in
the introduction of this paper - how many bits are needed
to represent the state of the network which has a strong
correlation structure and how does this scale with the density
of the network. Figure 11 shows two curves - the original
curve corresponds to the data obtained from the simulations
and the fitted curve, obtained using Matlab poly-fitting tools,
highlights the observed trend. It shows that if we fix the
metric of MSE/sensor, then the required rate grows sublinearly
with the network density. As mentioned elsewhere in this
paper, this has important consequences for the communication
architecture - 1) the PMUs should not transmit their data
to the fusion center independently or asynchronously - an
intermediate data aggregation step is beneficial and 2) we
can add more PMUs to the network to achieve finer network
monitoring without causing network congestion.
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Fig. 10. The MSE/sensor decreases as the number of bits spent is increased.
Data are plotted for increasing network density as indicated in the legend.
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Fig. 11. For a pre-set MSE/sensor, the number of bits required to reconstruct
the phase data from the PMUs grows sublinearly as the network density
increases.

VI. CONCLUSION

The coupling in the dynamical equations of the power
network leads to spatio-temporal correlation in the PMU
measurements. This correlation impacts the number of bits
that are needed to represent the state of the power network.
Based on this phenomenon, in Section III-B we explored sev-
eral relevant communication architectures for implementing a
monitoring mechanism in power networks. To summarize, the
broad communication themes are: distributed source coding,
sparse representations and random projections, and data driven
channel access methods. Finding good basis functions for
obtaining sparse representations of the PMU data could open
up a series of interesting choices from the data aggregation
themes that have been discussed. Future work will address the
selection of the theme most suited for the control application
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in power networks and the development of a practical control
mechanism. Numerical results demonstrate that the number of
bits required to reconstruct the PMU data to within a given
accuracy grows sub-linearly with the density of the power
network. This shows that the scheme scales favorably as the
number of PMUs in the power network is increased.
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